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One of the biggest challenges facing modern society 
is the increased pressure that is being placed on the 
food industry to meet growing demand safely. The 
global population is increasing all the time and is set 
to grow to 9.1 billion by 20501. The trend towards 
urbanisation continues to march on unabated. Put 
together, these facts mean we’re going to see a 
continuing and rising need for safe, high quality 
foodstuffs that must meet the changing expectations 
and tastes of a rising population. 

As a result, supply chains are becoming increasingly 
stretched and complex. This introduces new and 
additional burdens of risk that – if not managed 
properly – can cause food safety systems to 
collapse. When those systems do collapse the 
consequences are often highly damaging. At the 
least they result in significant waste. At worse they 
lead to the distribution of contaminated products.  

Such contaminations have an enormous social and 
economic impact. On a business level, the food 
sector has to count the cost in terms of profit and 
lost reputation. More importantly, contaminations 
cause serious illness. Foodborne pathogens such 
as Salmonella, Escherichia Coli, Campylobacter and 
Listeria Monocytogenes result in 600 million cases 
of foodborne diseases and around 500,000 deaths 
each year; up to 40% of these are children under the 
age of five years2. 

The big question now is – what is the food industry 
doing in response to increased levels of risk that 
can have such a devastating effect on communities, 
health systems and businesses? 

The role of emerging technology in the mitigation of risks and the advancement of global food safety

For their part, the United Nations and the World 
Health Organisation have renewed their pressure 
on national governments to adopt and enforce more 
stringent risk protocols across the extended supply 
chain. Other national regulators, manufacturers and 
producers are increasingly recognising that a single 
failure, error or service shortfall anywhere within a 
supply chain can have catastrophic results.

As a result, there is general agreement on the need 
to minimise the adverse risks that are introduced 
by increasingly complex supply chains. By adopting 
unified approaches, it should become possible to 
assure that global food supply chains are executed 
to the highest standard across different regions and 
that food products placed on the market are safe for 
consumption.

Defining critical control points and introducing 
appropriate control measures will always remain the 
cornerstone of food safety practice and achieving 
this aim. However, doing this consistently across a 
total supply chain is challenging. 

This paper presents strong evidence that technology 
can be used to reduce risk in the supply chain by 
increasing consistency. It also suggests that the 
industry needs to focus more sharply on some of 
the basic housekeeping, hygiene and sanitation 
practices that are core to food safety prerequisite 
programmes.

1  FAO,  High Level Expert Forum - How to Feed the World in 2050, 2009 
2 WHO estimates of the global burden of food borne diseases, 2015
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What happens when food safety is overlooked 

Sanlu Group, China was held responsible in 2008 for killing six babies and leaving over 
300,000 ill after infant formula was contaminated with the industrial chemical melamine. Milk 
suppliers were found to be mixing melamine into raw milk to pass fraudulently quality tests for 
protein, a practice that Sanlu overlooked. The Chinese Government prosecuted Sanlu and 21 
other companies involved. Two people were executed, one given a suspended death penalty, 
three people received life imprisonment and two received 15-year jail terms. Seven local 
government officials were also fired or forced to resign. 

Peanut Corporation of America, United States, was found to be the source of a huge 
Salmonella outbreak during late 2008/2009. Nine people died and at least 714 people (half of 
them children) fell ill. Evidence of the lack of food safety capabilities included the presence of 
poor sanitation practices and a mould-derived toxin common to peanuts.  This resulted in the 
company filing for bankruptcy and a 28-year prison sentence for the owner.

The Khyber Pass Takeaway restaurant in Nottingham in the UK sold food to customers 
contaminated with human faeces in June 2014. The outbreak infected more than 140 people 
who fell seriously ill with a rare strain of E. coli. The cause was inadequate hand washing and 
poor sanitation of food preparation surfaces. The owners pleaded guilty to seven offences, 
received a one year suspended sentence and were ordered to pay £28,000 in compensation. 

Patties Foods, Australia was the distributor of ‘Nanna’s Mixed Berries’ and ‘Creative Gourmet 
Mixed Berries’ – two popular brands of frozen berries that had to be removed from Australian 
supermarket shelves after being linked to an outbreak of 31 cases of Hepatitis A across Australia 
on February 14, 2015.  The products were packaged in China where poor hygiene practices 
amongst workers were thought to be the cause of the contamination. The company announced 
a “managed exit” from the frozen fruit market in December 2015.
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What does a modern food safety plan look like?

Global regulators prescribe that processors, 
manufacturers, packers, suppliers and distributors of 
food ingredients and products must have a written 
Food Safety Plan. The plan must define all conditions 
and measures required to ensure the safety and 
suitability of food, ingredients and packaging at 
every stage of a supply chain.

As figure 1 shows, the plan must consist of six core 
components that contribute to effective food safety: 

1. The means to identify the hazards that introduce
food safety risk.

2. The definition of critical control points and the
subsequent introduction of control measures
which enable these risks to be minimised.

3. Underpinning prerequisite programmes which
include pest management, cleaning schedules,
hygiene and sanitation programmes, and waste
management.

4. Management systems that ensure that all
elements of the programme work
complementarily.

5. Adequate record keeping to prove compliance
and ensure effective resolution of disputes within
supply chains.

6. Independent verification by national
benchmarking audit bodies such as the GFSI,
BRC and AIB. These bodies verify that Food
Safety Plans are in place and being operated
effectively, thereby assuring that proactive
compliance and preventative risk management
are implemented.

Increasingly these programmes need to extend 
across global supply chains. As a result, they are 
also becoming much more complex and difficult to 
manage.

Risk/Vulnerability
Analysis 

Systems/SOPs

Prerequisite Programmes
(GAPs, GMP’s, GHPs etc.)

Record KeepingControl Measures

Independent
Verification

Figure 1 – The elements of a modern food safety 
programme 

Technology Enabled
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The potential negative consequences of supply chain 
complexity 

A case involving three companies in three different countries who were trying to identify 
the root cause of a pest infestation highlights how crises can arise from, (a) failures in the 
extended supply chain and, (b) from shortfalls in prerequisite programmes and record 
keeping. 

Issue:  The problem arose when a nutraceuticals ingredient company based in Vietnam 
refused to accept further raw materials from New Zealand. Payments had been stopped 
due to the general discovery of psocids in milk powders being delivered into the country. It 
was difficult to track who was to blame and how far the problem stretched. This was mainly 
because supply chain was complicated and the problem could have arisen anywhere within it. 

Solution:  The problem was only solved following the intervention of an international pest and 
hygiene service provider that was capable of investigating the critical points throughout the 
multinational supply chain. 

The investigation duly traced the source of the infestation to poor sanitary conditions in an 
interim packaging store that led to the cross contamination of the plastic lining of packaging 
used during transit. The investigation also discovered that regular servicing that included 
monitoring, sanitation and cleaning of the store area –  unbeknown to the factory manager – 
had been cancelled by a member of the procurement team in order to save money.

Key learnings: 

• Even simple raw materials go through a complex supply chain.
• Seemingly simple elements like packaging can be a source of vulnerability.
• One mistake upstream can impact on many partners downstream if allowed to go

unchecked.
• The primary root cause of the issue was a failure in good sanitation practices that were

needed in packaging warehouse stores – i.e. the prerequisite programmes.
• The prerequisite programs were inadequate because short cuts had been taken by non- 
 technical people in order to reduce the cost without considering the unintended technical
 consequences.
• Working across multiple countries with numerous stores and handover points causes

complexity and disputes that are difficult to resolve if not managed and monitored
correctly and consistently.

• Access to professional technical resource on the ground at key handover points can
enable potential problems to be identified and resolved rapidly.

Packaging 
Company

Dairy
Company

Packed and 
Paletted Milk 

Powder
Raw Material

Stores
Added Value 

Process
Ship to

Customers
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Why do companies continue to fail - and what can 
we learn from it?

The modern approach to food safety is driven by 
a demand from regulators to operate consistently 
and in line with recognised professional standards 
like the GFSI, AIB and BRC.  However, if such 
programmes which have been established for over 
15 years are so successful, why does food safety 
remain such an issue? 

There are three possible reasons:

1. The standards as written are not fit for purpose

This is highly unlikely. Modern food standards
are always under review and focus on continuous
improvement to ensure food safety and
mitigation against both established and emerging
threats.

2. The standards are not being implemented
rigorously

Over the years it has been shown that this is a
likely contributor across the global manufacturing
population. However, this situation is now being
rectified with many nations writing adoption of
these standards into their regulations.

3. Manufacturers, producers and processors are
not complying with the standards

This is probably the key contributor across the
food producing populations. However, it is also
now being rectified by more rigorous
enforcement by regulators.

This is clearly an ever evolving picture. However, 
it is reasonable to assume that identifying, 
understanding and then acting upon the most 
frequent sources of non-compliance to food safety 
standards will offer some useful insights into the 
most common sources of risk within supply chains. 
This will also potentially accelerate the creation of a 
road map for continuous improvement.

Figure 2 illustrates the percentage of sites exhibiting 
one of the top 10 non-compliances recorded by BRC 
auditors in 2014.

According to the BRC figures3, ineffective hygiene 
programmes remain a principle cause for audit 
non-compliance. In particular, they show that 
effective sanitation, cleaning, personal hygiene 
and pest management programmes are essential 
prerequisites of any food standards programme 
and help to minimise the likelihood of product 
contamination. 

Our contention in this paper is that increased focus 
on these prerequisite programmes across the total 
supply chain will pay important dividends when it 
comes to reducing total residual risk. 

However, we’re not just relying on hindsight to 
validate this hypothesis. Our argument is based 
on new insights derived from data produced by 
new connected technologies that offer potentially 
groundbreaking new perspectives on a global scale.

5 10 15 20

Storage Facilities

Traceability Verification

HACCP - Hazard List

Supplier Approval

HACCP - Flow Diagram

Glass / Brittle Plastic

Doors

Chemical Controls

Traceability Systems

Housekeeping & Hygiene

Frequency Observed (%)

Figure 2 - Non-conformance in food safety audits (2014)

3 Tessa Kelly, Food Safety - A global view, BRC, October 2014
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The Internet of Things is one of the most hyped 
phrases in modern science. But this is not hype 
without some substance. In 2016 it is forecast that 
6.4 billion connected things will be in use worldwide, 
this is up 30% from 2015. This year almost 5.5 
million new things will get connected every day. 
Furthermore the trend will continue, by 2020 it 
is forecast that connected things will reach 20.8 
billion4. 

So what does this mean for the food industry?

At the heart of these devices are sensors that 
monitor, measure, record and report on a wide range 
of environmental and behavioural conditions within a 
variety of scenarios. This can have a really beneficial 
impact upon food safety in particular because 
it enables organisations to introduce boundary 
conditions and trigger alerts when control conditions 
fall outside prescribed limits.  In this way, they 
can achieve 24/7 assurance and remote wireless 
monitoring capability for whole facilities. Any alert 
can also enable early corrective interventions 
that in turn promote a consequential reduction 
(and potential elimination of) the issues that can 
proliferate into more complicated and serious 
scenarios across the supply chain. 

A number of forward thinking service companies 
have already invested heavily in this model 
(see Figure 3) and are now able to demonstrate 
significant reductions in disruption and risk for their 
customers.

Crucially, the installation of such systems also 
permits on-going digital recording, storage and 
verification of the conditions present at any point of 
time for a specific location. This is particularly useful 
when it comes to providing evidence of compliance 
and continuous improvement against major food 
safety standards.  Perhaps more significantly, the 
ready availability of such data also means that 
managers can now measure and know radically 
more about their businesses. The most savvy will 
translate this knowledge directly into improved 
decision making and performance. 

The reality however is that we’re still only at the 
beginning of our understanding of how to make best 
use of the ever proliferating volume, variety and 
velocity of data that characterises the modern era of 
Big Data analytics. For example, the BRC standard 
comprises around 260 clauses and over 22,000 
sites participate in this scheme. This means that the 
BRC creates around 6 million new pieces of data for 
every audit cycle. When viewed alongside the data 
that other audit bodies collect, this means there is 
a huge volume of useful data out there that has not 
been used or exploited.

This doesn’t mean the industry should be put off 
trying, however, because the potential gains are 
huge. As we will show on the following page, new 
data is already being collected, analysed and used in 
effective new ways to create fresh insights and shed 
new light on better ways to implement food safety 
practice.

How technology can reveal new insight and 
mitigate food safety risk

MONITOR
SENSE

DETECT
INTERVENE

COMMUNICATE

4 Gartner, Inc. 2015

Figure 3 – 
Connected sensor 
based technologies                 

The role of emerging technology in the mitigation of risks and the advancement of global food safety

THE INTERNET
OF THINGS
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How new data on pest control emphasises the 
importance of PRPs

At Rentokil Initial we record and codify the outputs 
from our Connected systems. We also combine 
this data with any subsequent observations/
recommendations from service visits in an integrated 
reporting and analysis system called myRentokil.

In 2015, this resulted in over 200,000 additional free 
form observations and recommendations across 
51,000 sites which handle food stuffs in 27 countries.
 
When this data is aggregated and combined with 
other public sources of information this starts to 
generate valuable new insights on global food 
safety. 

Based upon the data from these 51,000 sites, for 
example, Rentokil Initial’s global figures show that on 
average in nearly a quarter of sites involved in a food 
supply chain, some sort of pest activity is recorded. 
Furthermore, figure 4 also shows that the level of 
pest risk associated with different types of food 
establishments can vary significantly. Interestingly it 
tends to be the customer facing outlets (food 

retailers and restaurants) that show less risk than the 
producers of products they use. But clearly, more 
still needs to be done within all sectors. Moreover, 
as these individual elements are brought together to 
create a complete and integrated supply chain, the 
associated risks compound and increase. 

Figure 5 shows that over a half of these recorded 
incidents can be attributed to rodents.

RODENTS 52%

FLYING 
INSECTS 25%

CRAWLING 
INSECTS 16%

BIRDS 2%

OTHER 5%

Figure 5 - Global pest risk activity in the food sector

Figure 4 - Global pest activity for food sector in 2015
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So what interventions do we need to make? 

Figure 6 presents a frequency analysis of the 
recorded detailed recommendations that Rentokil 
technicians have made across the same 51,000 
sites. This shows that 65% are linked directly with 
housekeeping, hygiene management and assuring 
building integrity. Such observations correlate 
directly with the results on audit non-compliance 
presented earlier.

With these figures, it is easy to conclude that a 
concerted effort to improve the implementation and 
quality of PRPs across a supply chain would have 
a disproportionate beneficial impact on the factors 
which underpin a secure supply chain and hence the 
safety of our food.

In the long run, it could also ease the long-term 
pressures of food safety legislation compliance and 
help the industry concentrate on tackling emerging 
global threats more effectively. 

Figure 6 - Frequency analysis of recorded recommendations

Based upon  > 200,000 recommendations
50,000 premises across 27 countries 

OTHER 30%

SANITATION/
HYGIENE 45%

BUILDING 
INTEGRITY 19%

STORAGE/
RACKING etc. 

6%
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It’s long been known that hand contact with food is a 
common mechanism by which pathogens potentially 
enter and get dispersed within the food chain.  In a 
recent study of 81 outbreaks of food poisoning, for 
example, it was found that 89% of cases involved 
the transmission of pathogens to food by workers’ 
hands5. It has also been shown through research 
that poorly or unwashed hands are a factor in up to 
40% of food-related outbreaks of illness6. 

Until recently, however, there has been no easy 
method for monitoring hand washing, which 
makes this a difficult element of any prerequisite 
programme to manage and enforce. This is another 
problem that is being solved through innovative 
technology. In the process, new data can be 
generated which can be used by the industry to 
make dramatics improvements to the effectiveness 
of PRPs.  

HygieneConnect

Rentokil Initial’s HygieneConnect solution is a 
system of connected devices that enables users 
and management to see the most up-to-date hand 
wash compliance percentages of a specified area, 
24 hours a day. Unlike human observation, the 
system is able to monitor hand washing behaviours 
anonymously and feedback performance data to 
users and management visually without interrupting 
day-to-day operations.

How real-time insight on hand hygiene changes 
behaviour and improves compliance rates

5 FDA, Guzewich J. and Ross M.P.,  Evaluation of risks related to 
microbiological contamination of ready-to-eat food by food preparation 
workers and the effectiveness of interventions to minimise those risks. 
1999
6 CDC, Olsen et al., Surveillance for foodborne disease outbreaks – 
United States, 1993 – 1997. 2000

It’s proving to be highly effective. HygieneConnect 
is already installed in a number of forward-thinking 
food processing companies to monitor critical 
hand washing areas such as washing points at the 
production entrances and in washroom facilities 
used by production workers.

These businesses are now seeing some spectacular 
improvements. On average, hand washing has 
improved from 46% compliance to 70% compliance 
– an uplift of 52%. A number of customers are now 
showing over 85% compliance.

Businesses clearly require a rigorous approach to 
hygiene management the more complex their supply 
chains get. With the use of wireless technology and 
data, these figures show this is not only possible, it is 
also highly achievable.

FOOD PROCESSING
Hand Compliance Increase: 
+24-points (or 52%)

Before 46% 
compliance 

After 70%
compliance 

Figure 7 - Hand Hygiene compliance using HygieneConnect
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Conclusion
The results presented in this paper illustrate 
that the most frequently recorded non-
compliances in food safety audits arise from 
poor management of the hygiene basics.  It 
is likely that food manufacturers will continue 
to compound risks along the supply chain if 
more attention is not paid to the prerequisite 
programmes. By focusing attention on 
eliminating some of the many poor practices 
that prevail within an establishment, the 
number of non-conformances will reduce, as 
will the levels of risk across the whole system.

This can best be achieved by using a 
combination of education and connected 
technology solutions that monitor, record and 
verify performance. Using this approach has 
the advantage of helping organisations to 
manage modern complex supply chains more 
effectively while also generating new big data 
insights that will help deal with emerging 
new threats and encourage future continuous 
improvement. Whilst still in its infancy, the 
progression in this area is rapid and already 
generating valuable new knowledge that 
should generate new ways of targeting food 
safety risks in the very near future. 

Now is the time for the food industry to use 
technology to get the basics right, with a 
conscious and proactive commitment to 
implementing effective prerequisite programs 
systematically across the entire supply chain. 
Doing so could pay big dividends when it 
comes to reducing total residual risk.
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